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Hillsboro School District
OFFICE OF THE SUPERINTENDENT

3083 N.E. 49TH PLACE, #200

HILLSBORO, OR  97124-6008

TEL: 503-844-1500

FAX: 503-844-1781

WEB: www.hsd.k12.or.us

Dear Volunteer:

Welcome and thank you for volunteering your time to the Hillsboro School District’s students and

staff.  Our staff and community are important partners as we work to make certain that students

are achieving at high levels. Creating a structure, curriculum, and environment in which students

are thriving and successful requires common agreements and commitments.  Our current Strategic

Plan (2016-2021) outlines these agreements and commitments and we are eager to continue this

work with our partners.  A strong volunteer program is a critical factor in the achievement of this

goal and our staff understands that volunteers are important to the success of our students.

Together we can build a partnership that will ensure our students meet all standards and

graduation requirements.  Volunteers really do make a difference.

We want this to be a positive experience for you and our students so please consider carefully the

amount of time you are able to contribute.

Please also realize that the value of your volunteer work is based not only on the necessary duties

you perform, but also on the behavior you model for students.  Your willingness to share your time

and energy demonstrates to students the importance of education, and your words, actions, and

attitudes demonstrate positive ways of working with others and handling situations that arise.

On behalf of our students and staff, thank you for volunteering.

Mike Scott
Superintendent
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Welcome! The District encourages and appreciates the involvement of community members

and parents who volunteer in our schools.  As the safety and welfare of students is of primary

importance, the Hillsboro School District will conduct criminal history checks on all employees,

volunteers, and high school and college students who work with our students.

All volunteers will complete a Volunteer Application and Criminal History Check form.   This

includes any person who works with or around children in our schools in the following capacities,

classroom volunteers, student activities advisors, score keepers, school committees, before and

after school programs, mentors, chaperones, classroom and office helpers, and any other school

program.

Volunteer Procedures
Signing up to become a volunteer for the Hillsboro School District is easy—and once you’re
"cleared," you’re good for two (2) years!

There are two basic steps to becoming a volunteer through our new online system: 

1. Read the District’s Volunteer Handbook (a link to the handbook can be found in the
application)

2. Complete the On-line Volunteer Application Form & Criminal History Verification
Information. 

This process can take several days, so get your application in early.

All information will be handled in a professional and confidential manner.

Contact your school for approval and volunteer assignments.  Reminder:  Sign in and out in the
main office, and wear your volunteer badge at all times.
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Volunteer Responsibilities

Commitment and Level of Involvement
Volunteers must carefully consider the time commitment to create balance between
volunteering and their personal lives. Please also understand that paid staff are, by law, legally
responsible for the overall management and operation of the school and its programs.
Volunteers support the school and its programs unless asked to serve on a decision-making
committee by the principal.

Signing in and out
Always sign in and out of the building where you are volunteering. The school must keep track of
your hours, and periodically report a total of all volunteer hours to the Board of Directors.   If you
are volunteering from home or in another capacity, please keep track of your volunteer hours and
turn them in monthly to the school.

Identification
To ensure the safety of our students and staff, all volunteers must wear a school-issued ID badge
at all times while in the building.

Dependability and Punctuality
Be on time and dependable.  We rely and depend on our volunteers.  If you are not going to be
able to come on your scheduled day or time, please call the school and let them know so
adjustments can be made.

Your job is voluntary, but the commitment is professional. You will be working in an environment
of constant change. This will require an attitude of mutual respect, flexibility, and a willingness to
work together.  You will also need to be able to follow teacher directions.

Confidentiality
Volunteers must keep information in regard to students and/or staff members within the school
in which they work, and such information is only to be discussed with the appropriate teacher or
staff member at the school. The principal should be the primary contact if a volunteer is unsure
who to speak to.

Discipline
Volunteers may not discipline students. Such matters are to be reported to the appropriate
supervising staff member.

Hillsboro Schools are Positive Behavior Interventions and Support (PBIS) schools.  PBIS schools
value the positive behavioral choices kids make daily and are focused on preventing poor
choices through education and preventative school supports.  Please let students know when
you see them being safe, respectful and responsible!  If issues do arise regarding student
behavior, let an employee of the school know so they can assist with appropriate responses.
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Personal Communication Devices
Please speak to your principal about where cell phones and other personal communication

devices may be used in the school.

Field Trips
As a volunteer chaperone you:

A. May not smoke or use tobacco or controlled substances including electronic

cigarettes, or look-a-likes in any form

B. May not possess articles that can be used as weapons

C. May not administer medications to students

District Responsibilities
We are dedicated to making your volunteer experience one that you will choose to repeat over
and over. Here are some ways we will work to accomplish this goal:

We will do our best to keep you informed of school needs through newsletters, e-mails,
and telephone calls.

We will contact you with any changes to your scheduled volunteer job, such as school
closure or teacher illness.

We will treat you with respect and courtesy. We will strive not to put you in a position or
situation that will either make you uncomfortable or harm you in any way.

More Helpful Tips
If your first language is not English or if you came from a different background than many of our
staff members, we need and want your help, too. We encourage our staff, parents, and
community members to volunteer. You are an important partner in the District’s work.

Here are some helpful hints for making this an easy and enjoyable experience:

Find someone who speaks the same language. They could be a staff member, a friend, or
neighbor who speaks both languages. The school may even be able to provide a
translator.

Spend time in the school, help out at events, and go on field trips. Let others see that you
care about your child and the school. It is also a great way to stay involved and know what
is going on.
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If you are not able to get to the school, do not have transportation, or you do not have
childcare, there are still ways to be involved:

Volunteer from home. Sometimes you can help with a class or school project from home.
Your involvement is always appreciated. Call or email the school and ask if there is
something you can do from home. If you have a student attending school, perhaps they
could be the messenger.  This is also a way for your student to be involved.

How about volunteering to carpool for conferences or providing childcare so another
parent can volunteer in their child’s class or attend a school conference or activity?

Choose the way you want to volunteer. Choose what is right for you.

Volunteering does not mean you have to come every day.

Volunteering does not mean you have to stay at school all day long.

Volunteering does not mean you have to volunteer all year.

Volunteering means you care.

Volunteering means you want to be involved in your child’s school experience.

Volunteering means you are committed to doing your part to make our schools and
community a better place to live and grow.
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Frequently Asked Questions
1. What is a volunteer?

A volunteer is someone who provides assistance to our school staff to help meet the needs of

our students and the educational goals of the District.

2. Who must complete the Volunteer Criminal History Verification process?

In accordance with District Policy IICC-AR, any person who works with or around children in

our schools in the following capacities, including but not limited to, classroom volunteers,

student activities advisors, score keepers, school committees, before and after school

programs, mentors, chaperones, classroom and office helpers, and any other school

program, will be required to complete the volunteer criminal history verification process

prior to beginning their volunteer service.

Any person authorized by the district for volunteer service into a position that will have

direct, unsupervised contact with students shall be required to undergo a national criminal

records check and fingerprinting.

3. Do high school students need to complete the criminal history check process prior to

volunteering?

Yes, students over the age of 18 must complete the Student Criminal History Check form.

4. What type of criminal background information would prevent a volunteer from working in

our schools?

Sex-related crimes, crimes or violations involving violence or a threat of violence that include

harassment; restraining or stalking order; criminal activity involving drugs, alcohol, or

weapons; and crimes or violations involving theft will disqualify an individual from

volunteering in our schools.  The Human Resources team will review all information returned

from background checks and determine whether or not a volunteer should work in our

schools.
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5. When can a volunteer applicant begin to volunteer?

An individual may begin volunteer work after completing the criminal history verification

process with final approval from Human Resources Department.  We encourage volunteers

to submit their paperwork early as the criminal history verification process takes time to

complete.

6. Does the applicant need to disclose their social security number?

No.

7. How do I find out if the results of my criminal history check will permit me to volunteer?

An email notification will be sent to the applicant if they include their email address on the

application.  If no email address, volunteers can contact the school directly.  The Human

Resources department will notify the applicant if they require additional information.

8. How often are volunteers re-checked?

Volunteers will be re-checked every two years.

9. Who should I contact if I have questions about the process?

You can contact either the school where you wish to volunteer or the Human Resources

department.
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Hillsboro School District 1J
Code: IICC

Adopted: 07/96
Revised: 02/09

Volunteers

Citizens who voluntarily contribute their time and talents to the improvement and enrichment of
the public schools instructional and other programs are valuable assets. The Board encourages
constructive participation of groups and individuals in the school to perform appropriate tasks
during and after school hours under the direction and supervision of professional personnel.

Nonexempt employees may be permitted to volunteer to perform services for the District1

provided the volunteer activities do not involve the same or similar type of services as the2

employee’s regularly assigned duties.  In the event a nonexempt employee volunteers to perform
services for the District that are the same or similar as the employee’s regularly assigned duties,
the Board recognizes that under the Fair Labor Standards Act (FLSA), overtime or compensatory
time must be provided.3

The administration is responsible for the recruitment, use, coordination, and training of volunteers.
These assignments will be carried out as directed or delegated by the principal.  Every effort
should be made to use volunteer resources in a manner which will ensure maximum contribution
to the welfare and educational growth of students, to the improvement of school programs, and to
increased school-community involvement and communication.

END OF POLICY

Legal Reference(s):

ORS Chapter 243 OAR 839-020-0005
ORS 326.607
ORS 332.107

Fair Labor Standards Act of 1938, 29 U.S.C. §§ 206-207 (2006).

3Districts should review with legal counsel the use of non-exempt employees in extracurricular activity positions such
as coaching and as advisors for cheerleading and other district-sponsored activities for FLSA district impact.

2Instructional assistant duties are generally viewed to be the same type of service, supervising and instructing students,
as coaching.

1There are three types of FLSA exemptions: those for executive, administrative and professional employees.
Generally, employees who are exempt under the executive, administrative or professional exceptions must primarily
perform executive, administrative or professional duties at least 50% of the employee’s time.
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Hillsboro School District 1J
Code: IICC-AR
Adopted: 09/06
Revised: 09/14

Volunteers

The District encourages and appreciates the involvement of community members and parents who
volunteer in our schools. As the safety of students is of primary importance, the following
procedures are required for processing volunteer requests.

Classroom/School Volunteers

1. A completed volunteer application must be submitted via the District website.

2. The volunteer will be required to complete the volunteer criminal history verification
process and receive final approval from the Human Resources Department prior to
beginning their volunteer service.

3. Re-verification will be required every two years.

Upon successful completion of these requirements, the applicant may begin their volunteer
duties.

Volunteer Coaches/Activity Advisors

1. A completed electronic application must be submitted through the District website.

2. The volunteer will be required to complete the volunteer criminal history verification
process and fingerprint check, and receive final approval from the Human Resources
Department prior to beginning their volunteer service.

3. The volunteer must provide three references.

Upon successful completion of these requirements, the applicant may begin their volunteer duties.
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Hillsboro School District 1J
Code: GBHB

Adopted: 07/96
Revised: 11/08

Personal Relationships with Students

All staff members are expected to maintain appropriate and professional boundaries with students.

While staff members may have occasion to invite groups of students to their homes or provide a
special activity as a reward or special recognition, invitations to an individual student are not
considered acceptable.

When a staff member plans any activity involving a select group of students away from the school
setting, the Superintendent/designee must be notified.

Good judgment will enhance the teacher-student relationship and reflect positively on the school,
as well as the individual staff member.

END OF POLICY

Legal Reference(s):

ORS 332.107
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Hillsboro School District 1J
Code: GCAB

Adopted: 05/11
Revised 08/14

Personal Electronic Devices and Social Media—Staff**

Staff member possession or use of personal electronic devices on District property, in District
facilities during the work day, and while the staff member is on duty in attendance at District-

sponsored activities may be permitted subject to the limitations set forth in this policy and
consistent with any additional school rules as may be established by the Superintendent / designee.
At no time, whether used on-duty or off-duty will a personal electronic device be used in a manner
that interferes with staff duties and responsibilities, or in a manner that violates state and/or federal
law.

A “personal electronic device” is a device not issued by the District that is capable of electronically
communicating, sending, receiving, storing, recording, reproducing, and/or displaying information
and data.
Social media tools may be used by staff in a manner that supports the instructional and learning

environment.
The District will not be liable for loss or damage to personal electronic devices brought onto

District property and to District-sponsored activities.
Staff members, while on duty and off duty, will utilize social media websites, public websites,

and blogs judiciously by not posting confidential information about students, staff or District
business.1 Staff may not post images of District facilities, staff, students, volunteers, or parents
without authorization from persons with authority to grant such a release. Staff members, while on
duty and off duty, will treat fellow employees, students, and the public with respect while posting
on social media websites, etc., in order to prevent substantial disruption in school. Communication
with students using personal electronic devices will be appropriate, professional, and
school-related.
Exceptions to the prohibitions set forth in this policy may be made for health, safety, or emergency

reasons with Superintendent / designee approval.
Staff members are subject to disciplinary action, up to and including dismissal, for using a personal

electronic device in any manner that is illegal or violates the terms of this policy, administrative
regulation, or other District acceptable use guidelines. Staff actions on social media websites, public
websites, and blogs, while on or off duty, which disrupt the school environment, are subject to
disciplinary action, up to and including dismissal.  A “disruption” for purposes of this policy
includes, but is not limited to, one or more parents threaten to remove   their children from a
particular class or particular school, actual withdrawal of a student or students from a particular class
or particular school, and/or a threatened or actual negative impact on the learning environment. The
taking, disseminating, transferring or sharing of obscene, pornographic, or otherwise illegal images
or photographs, whether by electronic data transfer or otherwise (commonly called texting, sexting,
emailing etc.) is prohibited and may constitute a

1Nothing in this policy is intended in any form to limit the right of employees to engage in protected labor activities via the use of social media.

Personal Electronic Devices and Social Media – Staff** - GCAB Page 1 of 2
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crime under state and/or federal law. Any person taking, disseminating, transferring or sharing
obscene, pornographic or otherwise illegal images or photographs, will be reported to law enforcement
and/or other appropriate state or federal agencies as required by law or as deemed appropriate by the
administration.
Licensed staff are subject at all times to the Standards of Competent and Ethical Performance for
Teachers. (See Board policy GCAA)
The Superintendent or designee shall ensure that this policy is available to all employees.

END OF POLICY

Legal Reference(s):
ORS 167.057
ORS 163.432
ORS 163.433
ORS 163.684
ORS 163.686
ORS 163.687
ORS 163.688
ORS 163.689
ORS 163.693
ORS 163.700
ORS 326.011
ORS 326.051
ORS 332.072
ORS 332.107
ORS 336.840
U.S. CONST. amend. XVIII, § 1466A
U.S. CONST. amend. XVIII, § 1470
U.S. CONST. amend. XX, § 7906
U.S. CONST. amend. XX, § 6777
Copyrights, Title 17, as amended, United States Code; 19 CFR Part 133 (2001).
Melzer v. Bd. Of Educ., City of New York, 336 F.3d 185 (2d Cir. 2003).
Ross v. Springfield Sch. Dist., No. FDA 80-1, aff’d, 56 Or. App. 197, rev’d and remanded, 294 Or. 357 (1982), order on

remand (1983), aff’d, 71 Or. App. 111 (1984), rev’d and remanded, 300 Or. 507 (1986), order on second remand

(1987), revised order on second remand (1988).

END OF POLICY

Legal Reference(s):
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Hillsboro School District 1J
Code: GBN/JBA

Adopted: 11/08
Revised:  12/14

Sexual Harassment

The Board is committed to the elimination of sexual harassment in District facilities and  activities.
Sexual harassment is strictly prohibited and shall not be tolerated. This includes sexual
harassment of students, staff, or third parties by other students, staff, Board members, or third
parties. “Third parties” include, but are not limited to, school volunteers, parents, school visitors,
service contractors, or others engaged in District business, such as employees of businesses or
organizations participating in cooperative work programs with the District, and others not directly
subject to District control at interdistrict and intradistrict athletic competitions or other school
events.  “District” includes District facilities, District premises and nondistrict property if the
student or employee is at any District-sponsored, District-approved, or District- related activity or
function, such as field trips or athletic events, where students are under the control of the District,
or where the employee is engaged in District business.  The prohibition also includes off-duty
conduct that has the effect of interfering with a staff member’s or third party’s ability to perform
District business.

Sexual harassment of students and staff shall include, but is not limited to, unwelcome sexual
advances, requests for sexual favors, and other verbal, nonverbal, or physical conduct of a
sexual nature when:

1. The conduct or communication has the purpose or effect of demanding sexual favors
in exchange for benefits;

2. Submission to or rejection of the conduct or communication is used as the basis
for educational decisions affecting a student, or employment or assignment of
staff;

3. The conduct or communication is so severe, persistent, or pervasive that it has the purpose
or effect of unreasonably interfering with a student’s educational performance or with an
employee’s ability to perform his/her job; or creates an intimidating, offensive, or hostile
educational or working environment. Relevant factors to be considered will include, but
not be limited to, did the individual view the environment as hostile, was it reasonable to
view the environment as hostile, the nature of the conduct, how often the conduct
occurred and how long it continued, age and sex of the complainant, whether the alleged
harasser was in a position of power over the student or staff member subjected to the
harassment, number of individuals involved, age of the alleged harasser, where the
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harassment occurred, and other incidents of sexual harassment at the school involving the
same or other students or staff.

Examples of sexual harassment may include, but not be limited to, physical touching of a sexual
nature; displaying or distributing sexually explicit drawings, pictures, graffiti, or written
materials; sexual gestures or obscene jokes; touching oneself sexually or talking about one’s
sexuality in front of others; or spreading rumors about or rating other students or others as to
appearance, sexual activity, or performance.

Sexual Harassment - GBN/JBA
Page 1 of 3
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All complaints about behavior that may violate this policy shall be promptly investigated.  Any
student or employee who has knowledge of conduct in violation of this policy or feels he/she is a
victim of sexual harassment must immediately report his/her concerns to the building principal,
compliance officer, or Superintendent / designee, who has overall responsibility for all
investigations.  A student may also report concerns to a teacher, counselor, or school nurse, who
will promptly notify the appropriate District official.  In the event the person responsible for the
investigation is the subject of the complaint, the assistant superintendent of Human Resources shall
receive the report.  If the assistant superintendent of Human Resources is the subject of the
complaint, the complaint shall be referred to the assistant superintendent of the Office for School
Performance. The student and the student’s parents or staff member who initiated the complaint
shall be notified of the findings of the investigation and, if appropriate, that remedial action has
been taken.

The initiation of a complaint in good faith about behavior that may violate this policy shall not
adversely affect the educational assignments or study environment of a student complainant or any
terms or conditions of employment or work environment of a staff complainant. There shall be no
retaliation by the District against any person who, in good faith, reports, files a complaint, or
otherwise participates in an investigation or inquiry of sexual harassment.

It is the intent of the Board that appropriate corrective action will be taken by the District to stop
the sexual harassment, prevent its recurrence, and address negative consequences. Students in
violation of this policy shall be subject to discipline, up to and including, expulsion and/or
counseling or sexual harassment awareness training, as appropriate.  The age and maturity of the
student(s) involved and other relevant factors will be considered in determining appropriate
action. Employees in violation of this policy shall be subject to discipline, up to and including,
dismissal and/or additional sexual harassment awareness training, as appropriate.  Other
individuals whose behavior is found to be in violation of this policy shall be subject to appropriate
sanctions as determined and imposed by the Superintendent / designee or Board.

Additionally, the District may report individuals in violation of this policy to law enforcement
officials.  Licensed staff, staff registered with the Teacher Standards and Practices Commission
(TSPC) and those participating in practicum programs, as specified by Oregon Administrative
Rules, shall be reported to TSPC.

The Superintendent / designee shall ensure appropriate periodic sexual harassment awareness
training or information is provided to all supervisors, staff, and students, and that annually, the
name and position of District officials responsible for accepting and managing sexual harassment
complaints, business phone numbers, addresses, or other necessary contact information is readily
available.  This policy as well as the complaint procedure will be made available to all students,
parents of students, and staff in student/parent and staff handbooks.  The District’s policy shall
be posted in all schools.  Such posting shall be by a sign of at least 8 1/2" by 11"

The Superintendent / designee will establish a process of reporting incidents of sexual harassment.

END OF POLICY
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Legal Reference(s):
ORS 243.706 ORS
342.700

Sexual Harassment - GBN/JBA
Page 2 of 3

ORS 342.704
ORS 342.708
ORS 342.850
ORS 342.865
ORS 659.850
ORS 659A.006
ORS 659A.029
ORS 659A.030
OAR 581-021-0038
OAR 584-020-0040
OAR 584-020-0041

Title VI of the Civil Rights Act of 1964, 42 U.S.C. § 2000d (2006).
Title VII of the Civil Rights Act of 1964, 42 U.S.C. § 2000e (2006).
Title IX of the Education Amendments of 1972, 20 U.S.C. §§ 1681-1683 (2006); Nondiscrimination on the
Basis of Sex in Education Programs or Activities Receiving Federal Financial Assistance, 34 C.F.R. Part
106 (2006).
Bartsch v. Elkton School District, FDA-13-011 (March 27, 2014).

Sexual Harassment - GBN/JBA

Page 3 of 3
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Hillsboro School District 1J
Code: GBN/JBA-AR

Adopted: 11/08
Revised: 02/15

Sexual Harassment Complaint Procedure

Building principals, the compliance officer, and the Superintendent are responsible for
investigations concerning sexual harassment. The investigator(s) shall be a neutral party having
had no involvement in the complaint presented.

Step I         Any sexual harassment information (complaints, rumors, etc.) shall be presented to
the building principal, compliance officer, or Superintendent. All such information
shall be documented in writing and will include the specific nature of the sexual
harassment and corresponding dates.

Step II        The District official receiving the information or complaint shall promptly initiate an
investigation.  He/She will arrange meetings to discuss the issue with all concerned
parties within 10 working days after receipt of the information or complaint. All
findings of the investigation, including the response of the alleged harasser, shall be
documented in writing.  The District official(s) conducting the investigation shall
notify the complainant in writing when the investigation is concluded. The parties
will have an opportunity to submit evidence and a list of witnesses.

A copy of the notification letter, together with any other documentation related to the sexual
harassment incident, including disciplinary action taken or recommended, shall be
forwarded to the Superintendent.

Step III       If a complainant is not satisfied with the decision at Step II, he/she may submit a
written appeal to the Superintendent or designee.  This appeal must be filed within
10 working days after receipt of the Step II decision. The Superintendent or
designee will arrange meetings with the complainant and other affected parties as
deemed necessary to discuss the appeal. The Superintendent or designee shall
provide a written decision to the complainant within 10 working days.

Step IV      If a complainant is not satisfied with the decision at Step III, he/she may submit a
written appeal to the Board.  Such appeal must be filed within 10 working days after
receipt of the Step III decision.  The Board shall, within 20 working days, conduct a
hearing at which time the complainant shall be given an opportunity to present the
appeal.  The Board shall provide a written decision to the complainant within 10
working days following completion of the hearing.
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Direct complaints related to employment may be filed with the U.S. Department of Labor, Equal
Employment Opportunity Commission or Oregon Bureau of Labor and Industries. Direct
complaints related to educational programs and services may be made to the Regional Civil

Sexual Harassment Complaint Procedure –GBN/JBA-AR
Page 1 of 4
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Rights Director, U.S. Department of Education, Office for Civil Rights, Region X, 915 2nd Ave.,
Room 3310, Seattle, WA 98174-1099.  Additional information regarding filing of a complaint may
be obtained through the building principal, compliance officer, or Superintendent.

All documentation related to sexual harassment complaints may become part of the student’s
education record or employee’s personnel file, as appropriate.  Additionally, a copy of all sexual
harassment complaints and documentation will be maintained as a confidential file and stored in
the District office.

The Superintendent shall report the name of any person holding a teaching license or registered
with Teacher Standards and Practices Commission (TSPC) or participating in a practicum under
OAR Chapter 584, Division 17, when, after appropriate investigation, there is reasonable cause to
believe the person may have committed an act of sexual harassment. Reports shall be made to
TSPC within 30 days of such a finding. Reports of sexual contact with a student shall be given to a
representative from law enforcement or Oregon Department of Human Services, Community
Human Services, as possible child abuse.  In the event the Superintendent is the subject of the
investigation, reports, when required, shall be made by the Board chair.
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Code: IIBGA

Hillsboro School District 1J
Adopted: 01/97

Revised: 11/09

Electronic Communications System

The Board is committed to the development and establishment of a quality, equitable, and cost effective
electronic communications system.  The system’s sole purpose shall be for the advancement and promotion
of learning and teaching.

The District’s system will be used to provide statewide, national, and global communications opportunities
for staff and students.

The Superintendent will establish administrative regulations for the use of the District’s system including
compliance with the following provisions of the Children’s Internet Protection Act (CIPA):

1. Technology protection measures, installed and in continuous operation, that protect against Internet
access by both adults and minors to visual depictions that are obscene, child pornography or, with
respect to the use of the computers by minors, harmful to minors;

2. Educating minors about appropriate online behavior, including cyberbullying awareness and
response, and how to interact with other individuals on social networking sites and in chat rooms;

3. Monitoring the online activities of minors;

4. Denying access by minors to inappropriate matter on the Internet and World Wide Web;

5. Ensuring the safety and security of minors when using electronic mail, chat rooms, and other forms of
direct electronic communications;

6. Prohibiting unauthorized access, including so-called “hacking” and other unlawful activities, by
minors online;

7. Prohibiting unauthorized disclosure, use, and dissemination of personal information regarding minors;

8. Installing measures designed to restrict minors’ access to materials harmful to minors.

The administrative regulations will be consistent with sound guidelines as may be provided by the education
service district, the Oregon Department of Education and/or the Government Standards and Practices
Commission, and will include a complaint procedure for reporting violations.
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Electronic Communications System - IIBGA

Page 1 of 2
21

The Superintendent will also establish administrative regulations for use of the District’s electronic
communications system to comply with copyright law.

Failure to abide by District policy and administrative regulations governing use of the District’s system may
result in the suspension and/or revocation of system access.  Additionally, student violations may result in
discipline up to and including expulsion.  Staff violations may also result in discipline up to and including
dismissal.  Violations of law will be reported to law enforcement officials and may result in criminal or civil
sanctions.  Fees, fines, or other charges may also be imposed.

END OF POLICY

Legal Reference(s):
ORS  30.765
ORS 133.739
ORS 163.435
ORS 164.345
ORS 164.365
ORS 167.060
ORS 167.065
ORS 167.070
ORS 167.080
ORS 167.087
ORS 167.090
ORS 167.095
ORS Chapter 192
ORS 332.107
ORS 336.222
ORS 339.250
ORS 339.260
ORS 339.270

OAR 581-021-0050
OAR 581-021-0055
OAR 584-020-0040
OAR 584-020-0041

Children’s Internet Protection Act, 47 U.S.C. Sections 254 (h) and (l) (2008); 47 CFR Section 54.520 (2001). Copyrights, Title
17, as amended, United States Code; 19 CFR Part 133 (2000).
Oregon Attorney General’s Public Records and Meetings Manual, pp. 24-26, Appendix H, Department of Justice (2001).
Safe and Drug-Free Schools and Communities Act, 20 U.S.C. Sections 7101-7117.
Drug-Free Workplace Act of 1988, 41 U.S.C. Sections 701-707; 34 CFR Part 85, Subpart F.
Controlled Substances Act, 21 U.S.C. Section 812, schedules I through V, 21 CFR 1308.11-1308.15 (2000).
Drug-Free Schools and Communities Act Amendments of 1989, P.L. 101-226, 103 Stat. 1928.
Americans with Disabilities Act of 1990, 42 U.S.C. Sections 12101-12213; 29 CFR Part 1630 (2000); 28 CFR Part 35 (2000).
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http://landru.leg.state.or.us/ors/030.html
http://landru.leg.state.or.us/ors/133.html
http://landru.leg.state.or.us/ors/163.html
http://landru.leg.state.or.us/ors/164.html
http://landru.leg.state.or.us/ors/164.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/167.html
http://landru.leg.state.or.us/ors/192.html
http://landru.leg.state.or.us/ors/332.html
http://landru.leg.state.or.us/ors/336.html
http://landru.leg.state.or.us/ors/339.html
http://landru.leg.state.or.us/ors/339.html
http://landru.leg.state.or.us/ors/339.html
http://arcweb.sos.state.or.us/rules/OARS_500/OAR_581/581_021.html
http://arcweb.sos.state.or.us/rules/OARS_500/OAR_581/581_021.html
http://arcweb.sos.state.or.us/rules/OARS_500/OAR_584/584_020.html
http://arcweb.sos.state.or.us/rules/OARS_500/OAR_584/584_020.html


Family Educational Rights and Privacy Act, 20 U.S.C. Section 1232g; 34 CFR Part 99 (2000).
Oregon Government Standards and Practices Commission, Advisory Opinion No. 98A-1003 (July 9, 1998). No Child
Left Behind Act of 2001, P.L. 107-110, Title II, Section 2441.
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Electronic Communications System

The Hillsboro School District recognizes that telecommunications systems and new technologies
change the way information is accessed and used in society.  Instruction, student learning, and
business practices are transformed through the effective integration and use of technology.  The
District is committed to providing access to telecommunications, network services, and information
system tools in support of the District’s mission.  All individuals accessing these resources through
District systems or on District property are expected to use them in a professional manner aligned
with the instructional and operational mission of the District and applicable policy and guidelines.

Definitions

1. User:  An employee, student, authorized volunteer, authorized contractor, or other user
accessing technology resources provided by the Hillsboro School District.

2. Account: Login credentials, including account name and password, provided to a user by the
Hillsboro School District for the purpose of accessing technology resources.

3. Systems: All District technology systems including, but not limited to, telecommunications,
network, storage, server, software, and information systems.  This also includes all
computing devices such as, but not limited to, computers, laptops, mobile computing and
telecommunications devices, and all related peripherals.

4. TS: Hillsboro School District Technology Services Department

5. Filtering:  The District’s compliance with the Children’s Internet Protection Act (CIPA) to
provide “Technology protection measures” that attempt to protect minors from visual
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depictions that are:

a. Obscene—as defined in Section 1460 of Title 18, United States Code.
b. Child pornography—as defined in Section 2256 of Title 18, United States Code.
c. Harmful to minors—as defined by CIPA, and includes all enrolled students.

System Access

Access to District systems is provided to conduct business or research related to the operational or
instructional needs of the District.  To that end, access to the District's system is authorized to:

1. Board members and District employees who have signed a District user agreement.

2. Students in grades K-12 under the appropriate supervision of staff.

3. District volunteers, contractors, or other members of the public as authorized by the system
coordinator, consistent with the District's mission and policies governing the use of District
equipment and materials.

4. Students, Board members, volunteers, contractors, and other authorized users may use
District technology, including e-mail and Internet, only to conduct District business.
Personal use of said systems is strictly prohibited.

5. Staff must use District technology including, but not limited to, Internet access and e-mail, to
conduct District business.  Personal use of said systems by staff is restricted.  Any personal
use by staff is limited to such uses as deemed permissible under the Oregon Government
Ethics Commission (OGEC) guidance.  (e.g., occasional use to type a social letter to a family
member or prepare application materials for another position in the District)  Such use is
restricted to the employee's own time.

General Use Guidelines

Operation of District technology systems relies on appropriate use by all users.  Students, staff, and
others granted system access are responsible for being good digital citizens and adhering to the
ethical, legal, and appropriate use guidelines.  As digital citizens and users of District technology
systems, users agree to the following when using District technology systems or when using any
technology on District property:

1. Use District systems to conduct District business or research related to the instructional or
operational needs of the District.
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2. Keep their District account information and/or passwords private and not share them with
anyone in any manner.  Users agree to only use those accounts and/or passwords they have
been issued by the District. Passwords are the property of the District.

3. Protect private information including that related to students and staff.  The downloading of
student or staff information to any personal device is prohibited unless approved by TS
management.

4. Protect user safety by not posting user information, including private information, photos,
video, or other information forms, to the web or other Internet-based systems not provided
by the District unless approved by TS management.

5. Adhere to the same standards for communicating on-line that are expected in the classroom
and consistent with Board policy and administrative regulations.

6. Use District systems to conduct all District business related to the instructional or operational
needs of the District.  All web sites and other related systems must be hosted on District
servers unless approved by TS management.

7. Respect the privacy of others.  Do not read the mail or files of others without their
permission.

8. Report violations of the District's policy and/or administrative regulations, or security
problems to the supervising teacher, system coordinator, or administrator as appropriate.

9. Use etiquette as explained in District training sessions and student user agreement.

10. Use District approved software, computing devices, and systems in the conduct of District
business supporting instruction and operation.

11. Abide by all copyright laws and license agreements.

The following are strictly prohibited:

1. Attempts to use the District's system for:
a. Unauthorized solicitation of funds;
b. Downloading, storage, use and/or distribution of chain letters, media, or other items

not directly related to the conduct of District business;
c. Unauthorized sale or purchase of merchandise and services;
d. Collection of signatures;
e. Membership drives;
f. Transmission of any materials regarding political campaigns.

2. Attempts to upload, download, use, reproduce, or distribute information, data, software,
music, videos, or other media or materials on the District's system in violation of copyright
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law or applicable provisions of use or license agreements.

3. Attempts to degrade, disrupt, or vandalize District systems, software, materials or data, or
those of any other user of the District's system, or any of the agencies or other networks
connected to the District's system directly or indirectly.

4. Attempts to evade, change, or exceed resource quotas or disk usage quotas.

5. Attempts to send, intentionally access, or download any material including, but not limited
to, websites, text files, or media, or engage in any communication that includes material
which may be interpreted as:

a. Harmful to minors;
b. Obscene or child pornography as defined by law; or indecent, vulgar, profane, or

lewd as determined by the District;
c. A product or service not permitted to minors by law;
d. Harassment, intimidation, menacing, threatening; or constitutes insulting or fighting

words, the very expression of which injures or harasses others;
e. A likelihood that, either because of its content or the manner of distribution, it will

cause a material or substantial disruption of the proper and orderly operation of the
school or school activity;

f. Defamatory, libelous, reckless, or maliciously false; potentially giving rise to civil
liability; constituting or promoting discrimination; a criminal offense, or otherwise
violates any law, rule, regulation, Board policy, and/or administrative regulation.

6. Access or attempts to gain unauthorized access to any service via the District's system.  This
prohibition includes services with or without cost and/or attempts to incur other types of
costs without specific approval.  The user accessing such services will be responsible for
these costs.

7. Posting, publishing, or attempts to post or publish personally identifiable student or staff
information, including photos or videos, to any web or other Internet-based system not
provided by the District unless approved by TS management.

8. Attempts to use District names or information in external communication forums such as
chat rooms, websites, or social media without prior District authorization.

9. Attempts to use another individual's account name or password, failure to provide the
District with individual passwords, or to access restricted information, resources, or
networks to which the user has not been given access.

10. Attempts to arrange student meetings with anyone on the District’s system unless authorized
by the system coordinator or supervisor and with prior parent approval.
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General District Responsibilities

To ensure access and compliance the District will:

1. Designate staff as necessary to ensure coordination and maintenance of the District's
electronic communications system.

2. Provide staff training in the appropriate use of the District's system, including copies of the
District policy and administrative regulations.  Staff will provide similar training to other
authorized system users.

3. Instruct students on the appropriate uses of technology and provide supervision to monitor
the online activities of students to ensure appropriate use and the safety and security of
minors when authorized to use e-mail, chat rooms, and other forms of direct electronic
communication.

4. Provide technology protection measures that protect against Internet access by both adults
and minors to visual depictions that are obscene, child pornography, or with respect to the
use of computers by minors, harmful to minors.  The District will maintain procedures to
provide access to content blocked by technology protection measures if that content supports
the Districts mission, policy, and administrative regulations.

5. Prohibit access by minors, as defined by CIPA and this regulation, to inappropriate matter on
the Internet and World Wide Web.

6. Install and use desktop and/or server security, virus detection, and removal software.

7. Comply with the requirements of law and licensing agreements regarding the use,
reproduction, and distribution of copyrighted works including, but not limited to, print,
software, audio, or video media.

8. Determine which users will be provided access and to determine levels of access as deemed
most applicable to the curricular and operational needs of the District. The District reserves
the right to restrict user access, accordingly.

9. Notify appropriate system users that:

a. The District retains ownership and control of all systems including computing devices,
hardware, software, network systems, data, and other electronic systems at all times.
Said systems are solely for use aligned with the mission and purpose of the District. All
information transmitted, received, stored, or contained in the District's system is District
property and shall be used for authorized purposes only.  Use of District equipment or
software for unauthorized purposes is strictly prohibited.  To maintain system integrity,
monitor network etiquette, and ensure that those authorized to use the District's system
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are in compliance with Board policy, administrative regulations, and law, the District
may routinely review user files and communications.

b. The District reserves the right to monitor any and all use of electronic resources
including, but not limited to, District systems computing devices, network systems,
storage systems,  e-mail, internet, and all data and information contained within or
transmitted through District systems in any and all manner. By using the District's
system, individuals consent to have that use monitored by authorized District personnel.
The District reserves the right to access and disclose, as appropriate, all information and
data contained on District computers, District-owned e-mail system, and other
District-owned systems.

c. Files and other information, including e-mail, sent or received, generated or stored on
District servers are not private and may be subject to monitoring.

d. The District may establish a retention schedule for the removal of e-mail.  Other
electronic records and/or information may be governed by and subject to state archivist
rules for retention and destruction.

e. E-mail sent or received by a Board member or employee in connection with the
transaction of public business may be a public record and subject to state archivist rules
for retention and destruction.

f. Transmission of any materials regarding political campaigns is prohibited.

g. Expectations regarding proper system use are included in the District’s parent / student
handbooks, and all system users are required to comply with these expectations.  The
policy and administrative regulation will be provided annually.

10. Cooperate fully with local, state, or federal officials in any investigation relating to misuse of
the District's system.

Complaints

Complaints regarding use of the District’s Electronic Communications System may be made to the
teacher, principal, employee’s supervisor, or system coordinator.  The District’s established
complaint procedure will be used for complaints concerning violations of the District’s Electronic
Communications System policy and/or administrative regulation.  See Board policy
KL/KLD—Public Complaints and KL/KLD-AR—Public Complaint Procedure.

Violations/Consequences

Students

29



1. Students who violate general system user prohibitions shall be subject to discipline up to and
including expulsion.

2. Violations of law may be reported to law enforcement officials.

3. Disciplinary action may be appealed by parents, students, and/or a representative in
accordance with established District procedures.

Staff

1. Staff who violate general system user prohibitions shall be subject to discipline up to and
including dismissal in accordance with Board policy, negotiated agreements, and applicable
provisions of law.

2. Violations of law will be reported to law enforcement officials.

3. Violations of applicable Teacher Standards and Practices Commission (TSPC), Standards for
Competent and Ethical Performance of Oregon Educators, will be reported to TSPC as
provided by OAR 584-020-0041.

4. Violations of ORS 244.040 will be reported to the Oregon Government Ethics Commission
(OGEC).

Others

1. Other guest users who violate general system user prohibitions shall be subject to suspension
of system access up to and including permanent revocation of privileges.

2. Violations of law may be reported to law enforcement officials or other agencies as
appropriate.

Telephone/Membership/Other Charges

1. The District assumes no responsibility or liability for any membership or phone charges
including, but not limited to, long distance charges, per minute (unit) surcharges, and/or
equipment or line costs incurred by any home or personal usage of the District's system.

2. Any disputes or problems regarding phone services for home users of the District's system
are strictly between the system user and his/her local phone company and/or long distance
service provider.

3. District cellular phones and similar mobile devices are for the conduct of District business
only.
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Information Content/Third-Party Supplied Information

1. System users and parents of student system users are advised that use of the District's system
may provide access to materials that may be considered objectionable and inconsistent with
the District's mission and goals.  Parents should be aware of this possibility.

2. Opinions, advice, services, and all other information expressed by system users, information
providers, service providers, or other third-party individuals are those of the providers and
not the District.

3. District staff and administration shall not be a party to any merchandise purchase or order of
services from transactions, or be liable for any costs or damages arising out of either directly
or indirectly the actions or inactions of sellers.

4. The District does not warrant that the functions or services performed by, or that the
information or software contained on the system will meet the system user's requirements, or
that the system will be uninterrupted or error-free, or that defects will be corrected.  The
District's system is provided on an "as is, as available" basis.  The District does not make any
warranties, whether expressed or implied, including without limitation those of
merchantability and fitness for a particular purpose with respect to any services provided by
the system and any information or software contained therein.
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